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Abstract: -  
Cloud computing is one of the most important research areas. The cloud information doesn’t seem to be safe and secured, 

because the third parties will access and acquire the knowledge from cloud at any time and will misuse the data or 

information of a particular user or organization and thus it is concerned, the information stored in cloud should come 

with the guarantee of security. The effectiveness of the planned design is evaluated through theoretical analysis and 

intensive experimental results supported a model implementation subject to the TPC-C (Transaction Processing Control) 

normal benchmark for various numbers of purchasers and network latencies. Information and table information area unit 

encrypted through constant encoding key before being saved. This encoding secret is known as a passkey. Only trusted 

clients that already know the key will rewrite the information and acquire data that is necessary to code and rewrite tenant 

knowledge. Each information is retrieved by purchasers through associated ID. The ID which is generated by the Message 

Authentication Code (MAC) function to the name of the object (database or table) described by the corresponding row. 

Deterministic MACfunction allows clients to retrieve the information of a given table by knowing its plaintext name. The 

advantage during this design is to boost smart Quality of Service (QoS) and Distributing knowledge among completely 

different suppliers and taking advantage of secret sharing.  
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INTRODUCTION  

The SecureDBaaS architecture is tailored to cloud platforms and does not introduce any intermediary proxy or broker 

server between the client and the cloud provider. SecureDBaaS relates more closely to works using encryption to protect 

data managed by UN trusted databases. In such a case, a main issue to address is that cryptographic techniques cannot be 

natively applied to standard DBaaS. As expected, the number of transactions per minute executed by SecureDBaaS is 

lower than those referring to original TPC-C and plain-SecureDBaaS. SecureDBaaS moves away from existing 

architectures that store just tenant data in the cloud, and the metadata will be stored in the client machine or split metadata 

between the cloud database and a trust proxy, while considering scenarios where multiple clients can access the same 

database concurrently.  

Even though they using secure DBaaS means Distributing data among different providers and it give more secure but its 

functions cannot be taking advantage of secret sharing outsourced to an untrusted cloud provider. It Cannot Store them in 

encrypted format.  

The proposed architecture is subject to the TPC-C standard benchmark for different numbers of clients and network 

latencies shows that the performance of concurrent read and write operations not modifying the SecureDBaaS database 

structure are comparable to that of unencrypted cloud Database. Even metadata confidentiality is guaranteed through 

encryption. This table uses one row for the database metadata, and one row for each table metadata. This encryption key 

is called a master key. The key which is generated are called as the master key. The trusted client who is aware of the 

master key will rewrite the data and acquire data that is necessary to write in code and rewrite tenant information. Every 

data is retrieved by clients the through the associated ID.This ID is computed by applying a Message Authentication Code 

(MAC) function to the name of the object described by the corresponding row. Whatever the data send by the user to 

cloud server, first our metadata split the data as data type, encrypted type and field confidentiality (size, time, and path) 

these things are trusted proxy.   

  

Related work  

Paper [1] proposesdata encryption. It causes a large overhead in query processing. A distributed architecture is proposed 

as a solution to this problem where data was stored at multiple sites.  

Paper [2]proposes homomorphic encryption scheme. Which unify the first two families of problem. A new fully 

homomorphic encryption scheme is produced to solve these three problems.  

Paper [3] proposes Database as a service. It provides a mechanism to create, store and access their database at the host 

site. A developed database services on the internet called NetDB2.it is an effective mechanism for organization to purchase 

data management. Protecting the secrecy of the information has become primary important.Operating on-line querying 

services securely on open networks is very difficult; therefore many enterprises outsource their data center operations to 

external application service providers.  

Paper  [4]  proposesto  gain  access  to  private  data cryptDB because adversaries can exploit software bugs.Which 

provides practical and provable confidentiality in the face. These attacks backed by SQL databases. The execution is 

based SQL Queries.  

Paper  [5]  proposes  Security of  data  becomes  more important  in  the cloud technique for achieving security. 

The implementation of database encryption where, because of high cost, complexity and performance degradation. Data 

encryption can be done at multiple tiers within the enterprise. 

Paper  [6]  proposesdifferent  environmentto  perform the    experimental    network    and    its    emulation, simultaneous   

and live   network Emu lab is an experimentation facility which integrates these approaches. The primary goals are easy 

to use and control and realism.  

Paper  [7]  proposes  random  order-preserving  function (ROPF). The open problem of characterizing what 
encryption via a random order-preserving function (ROPF) leaks about basic data.In particular, we show that, for a 

database of randomly distributed plaintexts and appropriate choice of parameters, ROPF encryption leaks neither the 

accurate value of any plaintext.  
  

Architecture system  

The proposed architecture is subject to the TPC-C standard benchmark for different numbers of clients and network 

latencies show that the performance of concurrent read and write operations not modifying the SecureDBaaS database 

structure are comparable to that of unencrypted cloud Database. Even metadata confidentiality is guaranteed through 

encryption. This table uses one row for the database metadata, and one row for each table metadata. This table uses one 

row for the database metadata, and one row for each table metadata. This encryption key is called a master key. The key 

which is generated are called as the master key. The trusted client who is aware of the master key will rewrite the data and 

acquire data that is necessary to write in code and rewrite tenant information. Every data is retrieved by clients the through 

the associated ID.This ID is computed by applying a Message Authentication Code (MAC) function to the name of the 

object described by the corresponding row. whatever user send the data our DB (Data Base) to cloud server in this process 

first our data base meta data split the data is data type and encrypted type, field confidentiality(size,time,path) these things 

are trusted proxy. After these data send to cloud server and it is un-trusted DB (data base).  

SecureDBaaS includes the data that is managed by the plain text data, encryptedinformation, metadata and encrypted data. 

The plain text information within the cloud information consists of data during which the tenant needs to store their data. 

The SecureDBaaS that produces a group of meta information for the clients so as to supply the information an needed to 

encrypt and decrypt the given data within the cloud information. Solutions supported a sure proxy area unit additional 
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possible, however they introduce a system bottleneck that reduces convenience, elasticity, and measure ability of cloud 

information services. SecureDBaaS proposes a distinct approach wherever all information and data area unit keep within 

the cloud information. SecureDBaaS purchasers will retrieve the required data from the untrusted information through 

SQL statements, in order that multiple instances of the SecureDBaaS consumer will access to the untrusted cloud 

information severally with the guarantee of constant convenience and measurability properties of typical cloud DBaaS. 

Encryption ways for tenant information and innovative solutions for data management and storage area are described here 

as two sections namely data management and metadata management. First user login into user window then if it is a valid 

user means then it can communicate with the cloud server. The major advantage of the thing is if client requests some data 

then the request will reach to the server then the data which is requested by the client is there with the cloud server then it 

will be processed and effectively sending data to the requested client. If the data is not there with the cloud server then it 

has to search in its related clients and if the resource is there means then it will be shared to the particular requester. 

 

 
 

Experimental Results  

• The hardware requirements are the processor which is PENTIUM IV 2.6 GHz, Intel Core 2 Duo, Random Access 

Memory (ARM)512MBDDRAM.   

• The software requirements are that the front end here used is java (JSP, Servlet). The backend used here is MySQL 

5.5. The operating system used in this secure DBAAS is that Windows XP/07.   

• The operation performed in this architecture is Insert, Edit and Delete respectively.   

The performances are evaluated by the SQL Operations. The next sets of experiments evaluate the performance and the 

overheads of our prototype. The Emu-lab test-bed is used here which provides us a restricted environment with several 

machines. Theexperiment gives the several of scenario in order to consider the terms of workload modules, number of 

clients and network latencies. A graph which shows the performance of a each clients in the cloud. The Yaxis reports the 

box plots of the response time expressed in ms. while the X-axis identifies the SQL Operations. The experimental result 

displays the time response the SQL Operations on database.  
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Fig 1:Registration 

  

  

 
Fig 2:User login 

  

 
Fig 3:secret coding 
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Fig 4:Secret coding 

  

 
Fig 6:Resource allocation 

  

 
Fig 7:Upload 
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Fig 8:Download 

 

 
Fig 9:User edit 

  

 
Fig 10: Status
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Conclusion 

The enhancement of the architecture that guarantees confidentiality of data stored in public cloud databases. The 

architecture does not require modifications to the cloud database. It is worth observing that experimental results based on 

the (Transaction Processing control) TPC-C standard benchmark show that the performance impact of data encryption. 

This also improves the performance of modifying the data using the edit operation. This architecture allows the user to 

acquire the forgotten key using the find key option only if the user gives the appropriate document name with the user 

password.Thus the information stored in the cloud is more secured.  
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