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Abstract: - 
Rijndael or Advanced Encryption Standard (AES) is the most secure symmetric encryption technique and is available in 

many different encryption packages. The AES based on the Rijndael Algorithm is an efficient cryptographic technique 

that includes generation of ciphers for encryption and inverse ciphers for decryption. High security and speed of 

encryption and decryption is ensured by various operations. It has been standardized by the National Institute of 

Standards and Technology of the United States (NIST) and comprises three block ciphers, AES-128, AES-192 and AES-

256 and it is adopted from Rijndael algorithm. This paper presents a encryption and decryption process of the rijindael 

algorithm. The paper also explains the comparative study of various rijindael algorithms with other algorithms based on 

the various parameters.  
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I. INTRODUCTION  

Cryptography is a method of storing and transmitting data in a particular form so that only those for whom it is intended 

can read and process it. Encryption is the process of converting normal text to unreadable form i.e ciphertext. Decryption 

is the process of converting encrypted text to normal text i.e ciphertext in the readable form [8].  

Symmetric encryption is a  form of cryptography using a single encryption key which recognizes an electronic message. 

It processes data conversion which uses a mathematical algorithm alongwith a secret key which in turn results in the 

inability to make sense out of a message. Here, symmetric encrpytion is also called as two-way algorithm because the 

mathematical algorithm is reversed when decrypting the message along with using the same secret key. Fig 1. Shows the 

symmetric key encryption and decryption process [8].  

 
Figure 1: Symmetric Key Cryptography Process 

  

II. REASONS FOR USE OF SYMMETRIC APPROACH FOR ENCRYPTION AND DECRYPTION  

• Encryption process is very simple.   

• Two communicating parties can use the same encryption algorithm, to develop and exchange secret algorithms is not 

necessary.   

• Security is dependent on the length of the key, large key size provides more security.   

• High data rates throughput which provides high performance rate.   

• Symmetric key ciphers is useful to construct various cryptographic mechanisms.   

• Symmetric key ciphers is used in combination with other algorithms to produce stronger ciphers   

 

III. RIJNDAEL ALGORITHM  

The Rijndael (AES) algorithm uses a symmetric key block cipher both in encryption and decryption. A prime feature of 

Rijndael is its ability to operate on varying sizes of keys and data blocks. It provides additional flexibility in that both the 

block size and the key size. At the start of encryption, input is copied to the array. The encryption algorithm encrypts one 

block of data at a time to produce the encrypted data block with the use of a secret key. The decryption is the reverse 

process of the encryption and each operation is the inverse of the corresponding one as in encryption. The data block 

length is fixed to 128 bits, while the key length can vary from 128, 192, or 256 bits. Each data block is rearranged in a 

matrix form. AES algorithm is an iterative algorithm and each iteration is called a round. Fig 2. gives the clear idea [3].  

 

 
Fig 2: Comparison between various AES 

 

Each round uses four transformations and inverses but final round excludes Mix Column transformations. To encipher a 

block of data in Rijndael, an Add Round Key step is performed by XORing a subkey with the block or by itself, then the 

regular transformation rounds, and finally a final round with the Mix Column step is removed. The cipher itself is defined 

by the following steps:  

• an initial Round Key addition;  

•  Nr-1 Rounds;  

• a final round.  

 

Following Figure 3 shows the flow of AES Encryption and Decryption algorithm [5]  

Journal of Advance Research in Computer science and Engineering   (ISSN: 2456-3552)

Vol. 2 No. 1 (2015) 2



 

Fig 3: AES Encryption and Decryption process 

  

IV. Rijndael Algorithm operation  

The AES is a cryptographic algorithm that is used to encrypt (encipher), and decrypt, (decipher), information. Key 

Expansion generates a Key Schedule that is used in Cipher and Inverse Cipher procedures. Cipher and Inverse Cipher 

are composed of specific number of rounds. The number of rounds to be performed during the execution of the algorithm 

is dependent on the key length. The four transformations used in each round are [1]:  

(i) SubBytes : Every element of State array is first inverted and processed through an affine transformation. SubBytes 

transformation is performed on each byte of the State array. In most of the practical applications SubBytes is 

calculated in advance and stored in a look-up table called Sbox of 2 8 = 256 elements.  

(ii) ShiftRows : The rows in State array are rotated. The byte in first row is not shifted whereas second, third and fourth 

row is shifted left by one byte cyclically.  

(iii) MixColumns: MixColumns is a linear transformation and is done on the State array by column by column. Each 

transformed byte is a linear combination of the state matrix. 

(iv) AddRoundKey: Every 128-bit round key is divided in to 16 bytes as of data block. AddRoundKey is a linear 

transformation. A round key is added to the State array by bitwise Exclusive-OR (XOR) operation.  Key is used as 

initial set of bytes in each row and the rest of the bytes are generated from the key iteratively.  

 
Fig 4: AES Operation 
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V.COMPARATIVE STUDY BETWEEN RIJNDAEL, DES AND BLOWFISH    

 
 

CONCLUSION  

Rijindael algorithm is a powerful cryptographic technique that is gaining more popularity because of its strength. Thus 

analysis of improvements in this field becomes very important. Today cryptanalysis attacks is growing frequently and 

powerful hence it becomes increasingly important to develop a private key cryptosystem to resistant such kind of attacks. 

When the number of rounds is increased, it considerably improves the complexity of the algorithm making it strong 

against the cryptographic attacks. The length of the key is increased to increase the number of rounds involved as number 

of rounds depend on the length of the key used. Thus, the increase in the key size provides the rijindael algorithm strong 

resistance against the new existing attacks and has an high speed of data encryption and decryption.  
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